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1. Purpose
This policy sets out how the Parish Council manages its information technology systems, electronic communications, and digital records to ensure they are used securely, efficiently, and lawfully.
The objectives of this policy are to:
· Protect Council information.
· Maintain compliance with UK data protection legislation.
· Reduce the risk of cyber security incidents.
· Ensure continuity of Council services.
· Define the responsibilities of councillors, employees and contractors.

2. Scope
This policy applies to:
· Parish councillors
· The Clerk
· Responsible Financial Officer (if separate)
· Employees
· Contractors
· Volunteers using Council IT systems
It covers all Council-owned and Council-managed:
· Computers
· Laptops
· Tablets
· Mobile phones
· Email accounts
· Cloud storage
· Websites
· Social media accounts
· Electronic records

3. IT Responsibilities
The Council
The Council will:
· Provide suitable IT equipment where appropriate.
· Ensure software is legally licensed.
· Maintain appropriate cyber security measures.
· Review this policy annually.
The Clerk
The Clerk is responsible for:
· Day-to-day administration of Council IT.
· User account management.
· Secure storage of electronic documents.
· Reporting cyber security incidents.
· Ensuring appropriate backups are maintained.
Councillors
Councillors must:
· Protect Council information.
· Follow this policy.
· Report security concerns immediately.
· Complete cyber awareness training where offered.

4. Acceptable Use
Council IT equipment must be used primarily for Council business.
Limited personal use is acceptable provided it:
· Does not interfere with Council duties.
· Does not incur additional costs.
· Is lawful.
· Does not expose the Council to cyber risks.
The following are prohibited:
· Downloading illegal material.
· Installing unauthorised software.
· Accessing inappropriate websites.
· Sharing Council passwords.
· Circumventing security controls.

5. Password Security
Users must:
· Create strong passwords.
· Use unique passwords for Council accounts.
· Never share passwords.
· Change passwords immediately if compromised.
Where available, Multi-Factor Authentication (MFA) must be enabled.
Passwords should not be written down or stored insecurely.

6. Email Security
Council email accounts must be used for Council business.
Users should:
· Check recipients before sending emails.
· Be alert to phishing emails.
· Avoid opening unexpected attachments.
· Report suspicious emails immediately.
Sensitive information should only be sent where appropriate security measures are in place.

7. Personal Devices (Bring Your Own Device)
Councillors may use personal devices for Council business where authorised.
Users must ensure:
· Devices are password protected.
· Operating systems are up to date.
· Antivirus software is installed where appropriate.
· Council information is deleted when no longer required.
· Lost or stolen devices are reported immediately.
The Council reserves the right to require Council information to be removed from personal devices where necessary.

8. Software
Only authorised software may be installed on Council devices.
Unauthorised applications must not be downloaded or installed.
Software updates should be installed promptly.

9. Data Storage
Council documents should be stored within approved Council systems.
Documents should not be stored permanently on:
· Personal USB drives
· Personal cloud storage
· Personal email accounts
Official records must be retained in accordance with the Council’s Records Retention Policy.

10. Cyber Security
The Council will maintain reasonable cyber security measures including:
· Antivirus protection
· Firewalls
· Regular software updates
· Secure backups
· Access controls
· Multi-factor authentication where available
Users should remain vigilant for phishing attacks and social engineering.

11. Backups
Important Council data shall be backed up regularly.
Backups should be:
· Securely stored
· Tested periodically
· Protected from unauthorised access

12. Remote Working
Where Council business is conducted remotely:
· Secure internet connections should be used.
· Public Wi-Fi should be avoided unless protected by a VPN.
· Screens should not be visible to unauthorised persons.
· Printed confidential documents should be stored securely.

13. Social Media
Only authorised individuals may post on behalf of the Council.
Posts must:
· Be factual.
· Be politically impartial.
· Be respectful.
· Comply with Council policies.
Council social media passwords must remain under Council control.

14. Data Protection
All users must comply with:
· UK GDPR
· Data Protection Act 2018
· Freedom of Information legislation
· Environmental Information Regulations where applicable
Personal information must only be processed where there is a lawful basis.

15. Confidential Information
Confidential Council information must not be:
· Shared without authority.
· Forwarded to personal email accounts unless authorised.
· Discussed in public places where it may be overheard.

16. Incident Reporting
Users must report immediately:
· Lost devices.
· Suspected hacking.
· Virus infections.
· Data breaches.
· Accidental disclosure of information.
· Password compromise.
The Clerk will assess whether reporting to the Information Commissioner’s Office is required.

17. Monitoring
The Council reserves the right to monitor Council-owned systems where necessary to:
· Protect Council information.
· Investigate misuse.
· Maintain security.
· Comply with legal obligations.
Monitoring will be proportionate and lawful.

18. Business Continuity
The Council will maintain arrangements to ensure critical information remains available in the event of:
· Equipment failure
· Cyber attack
· Loss of premises
· Power failure
Essential records should be recoverable from backups.

19. Training
Appropriate cyber security and data protection training should be provided to:
· New councillors
· New employees
· Existing users as required

20. Non-Compliance
Failure to comply with this policy may result in:
· Withdrawal of IT access.
· Disciplinary action (for employees).
· Referral to the Council where appropriate.
· Reporting to relevant authorities where required.

21. Review
This policy shall be reviewed annually or sooner where:
· Legislation changes.
· New technology is introduced.
· A significant cyber incident occurs.
· Best practice guidance is updated.
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